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2. Solving the problem 
3. Take home message 








How a bank provided 
scalable and secure 


remote Linux desktops 
across a country? 
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sensitive data 
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Access to IT systems is vital in a bank! 
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Existent IT System was working 
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However... 
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1. Case introduction 


3. Take home message 








Looking for alternatives 









TECHNOLOGIES 
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Questions to find the solution 





SUSECON digital” 


How to solve the problem of 





providing IT applications to more than 
300 branches and 4000 employees 
geographically spread? 
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Remote 
Desktop 





How to solve the problem of 


intense operational growth? 





SUSECON digital” 





Scalable 
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How to solve the problem of 
keeping a small and centralized IT team 


and distributing diverse applications to 
thousands of users? 
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Easy to manage 
and use 
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How to solve the problem of 


dealing with highly sensitive data, 
subject to various risks of attacks? 
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Secure 
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How to solve the problem of 


an operation that need to be available 
100% of the time? 
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Reliable 
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Which solution... 
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would give the 
bank a... 
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Remote Desktop 
system that Is... 
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Scalable 


Easy to manage 


and use 


Reliable 








Secure 








ThinLinc SUSE Linux Remote 
Desktop System 
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ThinLinc + SUSE = 100% Linux and + for open-source 


= Mature Enterprise Linux Products 


= Inspired and based on Open 
Source, freedom and adaptability 


| L ; i - Regularly developed and tested for 
. cut A (ERE SUSE | reliability and security 

| N EN - Refined and supported for best 

D d 22 N E = manageobility and user experience 


- Value for money 


- No vendor lock-in 
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ThinLinc + SUSE = How does it look like? 
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ThinLinc + SUSE = How does it look like? 
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ThinLinc + SUSE = How does it look like? 
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Scalable 


SUSECON digital? Copyright © SUSE 2021 39 








Scalable 


= ThinLinc and SUSE are enterprise products, made for large 
installations 


- Easytoscale = load balancing, multi server deployment, 
clusters and subclusters 
- Servers 
- Master (login authentication; distribution among 
the agents) 
- Agents (run the sessions; keep them available) 


- Two factors when scaling 


- Increase the number of user licenses 
- Hardware (add master or agents) 
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Easy to manage 
and use 








Easy to manage 


- = Any system and device, flexibility, freedom of choice 
- Integrates with existing infrastructure on the server side and works with a wide 
range of Linux distributions 
- Server 
- Hardware (x86. 64, amd64, i686) 
- Software (any Linux distro and desktop) 


- Easy to set up new users, allows BYOD (Bring Your Own Device), any OS, 
anywhere, anytime 
- Client 
- Native client (Windows; MacOS; Linux ) 
- Web access (any popular browser) 


- Enterprise level support 


- Easy or automated installation, upgrade and configuration 
- Scripts, ansible, puppet, docker 
- Admin interface through either web GUI or command prompt 
SUSECON digital” Copyright © SUSE 2021 42 








Easy to use 


Feature rich for a local user experience. 
- Sound & microphone 
- Access to local drives 
- Local printing 
- Multi-monitor & dynamic resize 
- Single-Sign-On 
- Hotdesking - pause and resume 
- ThinLinc user profiles 
- Clipboard synchronization 
- Touch gestures for non touch apps 
- Session shadowing 


Client software available for common OS's 
- Linux, Windows, macOS and browsers 


Optimal performance that gives the feeling of a local machine 
- TigerVNC, noVnc and PulseAudio. 
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Secure 
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Secure 


- Linuxand Open Source are secure by nature 
- Based on open standards, built from auditable open-source code 


= Centralized setup, no data transfer 
- The data is always stored and never leave the datacenter 


= Supportfor multiple authentication mechanisms 
- OTP, Public Key, Kerberos, Smartcard 


= Traffic between server and clientis always encrypted 
= Som Or Ike 


- Customizable data flow in the user session 
- Clipboard synchronization and local drives 
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Reliable 
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Reliable 


- Inspired and based on open source modules for maximal robustness and 
adoptions 


- Mature Enterprise Linux products that are regularly developed, tested and 
supported 
- SUSE and ThinLinc are developed for almost 20 years 


- inbuilt High availability and load balancing 
- redundancy and fault tolerance. 


- Top Enterprise support from professional Linux engineers 
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“the ability to easy deploy software and manage 
machines remotely was a major factor in the 
bank's choice of solution” 
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“The SUSE and ThinLinc implementation has given 
confidence that data transmission can operate 
flawlessly round the clock” 
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Geographically spread — 
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Geographically spread 
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ThinLinc SUSE Linux 
Remote Desktop 
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Save money and small IT team ——pe Easy to manage and use 
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Sensitive data =] 
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Only operate with IT systems = 
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ThinLinc SUSE 
Linux Remote 
Desktop 


SUSECON digital” 


Copyright © SUSE 2021 62 


r 
pa 
" =, 












Pg Thintine 3 L “SUSE Δ 





-~ 


ThinLinc SUSE 
Linux Remote 
Desktop 
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Scalable 





A Easy to manage 
NY and use 


Reliable 


(8) secure 
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Thank you for attending | 





Continue the conversation in the-SUSE & Rancher Community 
at c carto εως απο. " 


visit WWW.SUSecon.com for new technical content and 
information about upcoming. SUSECON events! 
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